STATE OF SOUTH DAKOTA
DEPARTMENT OF SOCIAL SERVICES

Attachment

Business Associate Agreement

1. Definitions

General definition:

The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA Rules: Breach, Data
Aggregation, Disclosure, Health Care Operations, Individual, Minimum Necessary, Notice of Privacy Practices, Protected Health
Information, Required by Law, Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use.

Specific definitions:

(a) Business Associate. “Business Associate” shall generally have the same meaning as the term “business associate” at 45
CFR 160.103, and in reference to the party to this agreement, shall mean the Provider, Consultant or entity contracting
with the State of South Dakota as set forth more fully in the Agreement this Business Associate Agreement is attached.

(b) CER. “CFR” shall mean the Code of Federal Regulations.

(c) Covered Entity. “Covered Entity” shall generally have the same meaning as the term “covered entity” at 45 CFR 160.103,
and in reference to the party to this agreement, shall mean South Dakota Department of Social Services.

(d) Designated Record Set. “Designated Record Set” shall have the meaning given to such term in 45 CFR 164.501.

(f) HIPAA Rules. “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules at 45 CFR
Part 160 and Part 164 (Subparts A, C, D and E). More specifically, the “Privacy Rule” shall mean the regulations
codified at 45 CFR Part 160 and Part 164 (Subparts A and E), and the “Security Rule” shall mean the regulations codified
at 45 CFR Part 160 and Part 164 (Subparts A and C).

(g) Protected Health Information. “Protected Health Information” or “PHI” shall mean the term as defined in 45 C.F.R.
8160.103, and is limited to the Protected Health Information received from, or received or created on behalf of Covered
Entity by Business Associate pursuant to performance of the Services under the Agreement.

2. Obligations and Activities of Business Associate

Business Associate agrees to:
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(a) Not Use or Disclose Protected Health Information other than as permitted or required by the Agreement or as Required
by Law;

(b) Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic Protected Health
Information, to prevent Use or Disclosure of Protected Health Information other than as provided for by the Agreement;

(c) Report to covered entity any Use or Disclosure of Protected Health Information not provided for by the Agreement of
which it becomes aware, including Breaches of Unsecured Protected Health Information as required at 45 CFR 164.410,
and any Security Incident of which it becomes aware within five (5) business days of receiving knowledge of such Use,
Disclosure, Breach, or Security Incident;

(d) Inaccordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any Subcontractors that create,
receive, maintain, or transmit Protected Health Information on behalf of the business associate agree to the same
restrictions, conditions, and requirements that apply to the business associate with respect to such information;

(e) Make available Protected Health Information in a designated record set to the covered entity as necessary to satisfy
covered entity’s obligations under 45 CFR 164.524. Business associate shall cooperate with covered entity to fulfill all
requests by Individuals for access to the Individual’s Protected Health Information that are approved by covered entity.
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If business associate receives a request from an Individual for access to Protected Health Information, business associate
shall forward such request to covered entity within ten (10) business days. Covered entity shall be solely responsible for
determining the scope of Protected Health Information and Designated Record Set with respect to each request by an
Individual for access to Protected Health Information;

(f) Make any amendment(s) to Protected Health Information in a designated record set as directed or agreed to by the covered

entity pursuant to 45 CFR 164.526, or take other measures as necessary to satisfy covered entity’s obligations under 45
CFR 164.526. Within ten (10) business days following any such amendment or other measure, business associate shall
provide written notice to covered entity confirming that business associate has made such amendments or other measures
and containing any such information as may be necessary for covered entity to provide adequate notice to the Individual
in accordance with 45 CFR 164.526. Should business associate receive requests to amend Protected Health Information
from an Individual, Business associate shall cooperate with covered entity to fulfill all requests by Individuals for such
amendments to the Individual’s Protected Health Information that are approved by covered entity. If business associate
receives a request from an Individual to amend Protected Health Information, business associate shall forward such
request to covered entity within ten (10) business days. Covered entity shall be solely responsible for determining
whether to amend any Protected Health Information with respect to each request by an Individual for access to Protected
Health Information;

(9) Maintain and make available the information required to provide an accounting of Disclosures to the covered entities

necessary to satisfy covered entity’s obligations under 45 CFR 164.528. Business associate shall cooperate with covered
entity to fulfill all requests by Individuals for access to an accounting of Disclosures that are approved by covered entity.
If business associate receives a request from an Individual for an accounting of Disclosures, business associate shall
immediately forward such request to covered entity. Covered entity shall be solely responsible for determining whether
to release any account of Disclosures;

(h) To the extent the business associate is to carry out one or more of covered entity's obligation(s) under Subpart E of 45

CFR Part 164, comply with the requirements of Subpart E that apply to the covered entity in the performance of such
obligation(s); and

(i) Make its internal practices, books, and records available to the covered entity and / or the Secretary of the United States

Department of Health and Human Services for purposes of determining compliance with the HIPAA Rules.

3. Permitted Uses and Disclosures by Business Associate
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(a) Except as otherwise limited by this Agreement, Business Associate may make any uses and Disclosures of Protected

Health Information necessary to perform its services to Covered Entity and otherwise meet its obligations under this
Agreement, if such Use or Disclosure would not violate the Privacy Rule if done by the covered entity. All other Uses
or Disclosure by Business Associate not authorized by this Agreement or by specific instruction of Covered Entity are
prohibited.

(b) The business associate is authorized to use Protected Health Information if the business associate de-identifies the

information in accordance with 45 CFR 164.514(a)-(c). In order to de-identify any information, Business Associate must
remove all information identifying the Individual including, but not limited to, the following: names, geographic
subdivisions smaller than a state, all dates related to an Individual, all ages over the age of 89 (except such ages may be
aggregated into a single category of age 90 or older), telephone numbers, fax numbers, electronic mail (email) addresses,
medical record numbers, account numbers, certificate/ license numbers, vehicle identifiers and serial numbers (including
license plate numbers, device identifiers and serial numbers), web universal resource locators (URLS), internet protocol
(IP) address number, biometric identifiers (including finger and voice prints), full face photographic images (and any
comparable images), any other unique identifying number, and any other characteristic or code.

(c) Business associate may Use or Disclose Protected Health Information as Required by Law.

(d) Business associate agrees to make Uses and Disclosures and requests for Protected Health Information consistent with

covered entity’s Minimum Necessary policies and procedures.

(e) Business associate may not Use or Disclose Protected Health Information in a manner that would violate Subpart E of 45

CFR Part 164 if done by covered entity except for the specific Uses and Disclosures set forth in (f) and (g).
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(f) Business associate may Disclose Protected Health Information for the proper management and administration of business
associate or to carry out the legal responsibilities of the business associate, provided the Disclosures are Required by
Law.

(9) Business associate may provide Data Aggregation services relating to the Health Care Operations of the covered entity.
Provisions for Covered Entity to Inform Business Associate of Privacy Practices and Restrictions

(a) Covered entity shall notify business associate of any limitation(s) in the Notice of Privacy Practices of covered entity
under 45 CFR 164.520, to the extent that such limitation may affect business associate’s Use or Disclosure of Protected
Health Information.

(b) Covered entity shall notify business associate of any changes in, or revocation of, the permission by an Individual to Use
or Disclose his or her Protected Health Information, to the extent that such changes may affect business associate’s Use
or Disclosure of Protected Health Information.

(c) Covered entity shall notify business associate of any restriction on the Use or Disclosure of Protected Health Information
that covered entity has agreed to or is required to abide by under 45 CFR 164.522, to the extent that such restriction may
affect business associate’s Use or Disclosure of Protected Health Information.

Term and Termination
(a) Term. The Term of this Agreement shall be effective as of and shall terminate on the dates set forth in the primary
Agreement this Business Associate Agreement is attached to or on the date the primary Agreement terminates, whichever
iS sooner.

(b) Termination for Cause. Business associate authorizes termination of this Agreement by covered entity, if covered entity
determines business associate has violated a material term of the Agreement.

(c) Obligations of Business Associate Upon Termination.

1. Except as provided in paragraph (2) of this section, upon termination of this agreement for any reason, business
associate shall return or destroy all Protected Health Information received from, or created or received by
business associate on behalf of covered entity. This provision shall apply to Protected Health Information that
is in the possession of Subcontractors or agents of Business Associate. Business Associate shall retain no copies
of the Protected Health Information.

2. Inthe event that business associate determines that returning or destroying the Protected Health Information is
infeasible, business associate shall provide to covered entity, within ten (10) business days, notification of the
conditions that make return or destruction infeasible. Upon such determination, business associate shall extend
the protections of this agreement to such Protected Health Information and limit further Uses and Disclosures
of such Protected Health Information to those purposes that make the return or destruction infeasible, for so
long as business associate maintains such Protected Health Information.

(d) Survival. The obligations of business associate under this Section shall survive the termination of this Agreement.
Miscellaneous

(a) Requlatory References. A reference in this Agreement to a section in the HIPAA Rules means the section as in effect or
as amended.

(b) Amendment. The Parties agree to take such action as is necessary to amend this Agreement from time to time as is
necessary for compliance with the requirements of the HIPAA Rules and any other applicable law.

(c) Interpretation. Any ambiguity in this Agreement shall be interpreted to permit compliance with the HIPAA Rules.

(d) Conflicts. In the event of a conflict in between the terms of this Business Associate Agreement and the Agreement to
which it is attached, the terms of this Business Associate Agreement shall prevail to the extent such an interpretation
ensures compliance with the HIPAA Rules.
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